IPv6 is an Internet layer protocol used for assigning network addresses to communicate with devices across the Internet. It is an extended version of IPv4 networks. IPv6 is efficient and secure because of it's built in security feature. IPSec is intended to provide security to IP networks. It provides authenticity, integrity and confidentiality of data by using secured tunnel. Organizations which have their branches located across different geographical locations need to protect their data by making secure connection with their respective peers. This secure connection can be implemented using IPSec which avoid security threats related to confidentiality and integrity of data.
INTRODUCTION
IPv6 is a next generation Internet layer protocol which is designed by Internet Engineering Task force (IETF) to overcome the limitations of IPv4 networks. IPv4 addresses being 32 bits in size provide approximately 4.3 billion addresses as compared to IPv6 address which is 128 bits in size and provides approximately 3.4*10 38 addresses. Security attacks have been common across the Internet therefore in order to protect IPv6 networks from security attacks, IPSec is made an inbuilt component of IPv6 and it ensures the integrity, authenticity and confidentiality of data transmitted across the networks. IPSec is a networking layer protocol which is used to protect the data between two devices. IPSec encrypts and authenticates the packets before sending them across the Internet. Using IPSec in IPv6 further enhances the security and protects the data sent in IPv6 networks.
IPv6
IPv6 or next generation protocol is a new version of Internet protocol designed to replace the older version of IPv4 due to its limitations. IPv6 is an improved version of IPv4 with some advanced features added to enhance its performance. Some of them are auto configuration, multicast, better support for qos etc.
Many new networking devices such as PDAs, wireless networks and other integrated electronic appliances require the new and improved version of Internet protocol.
IPv6 has a simplified header structure than IPv4 and has a fixed payload of 40 bytes due to its extension header feature. Ipv6 address consists of 128 bit which is composed of 8 groups of four hexadecimal each. Each set of four hexadecimal digits is separated by colons. It is divided into eight blocks of 16 bits each.
IPSEC
IPSec is an Internet layer protocol designed for providing security at the network layer. It is used to provide authenticity, integrity and confidentiality between two peers communicating over the network. It ensures safe transmission of data across networking devices.
The objective of IPSec is to provide:
Authentication -It ensures data has been sent by an identified sender.
Data Confidentiality -It provides protection to data by encrypting the information being transmitted.
Data Integrity -Specifies that there are no changes while transmitting data across the networks and packets are sent to the receiver intact.
Avoid replay attacks -The transmitted packets do not get altered by any of the attacks deployed by any attacker.
IPSec is performed using different algorithms categorized as encryption (aes, 3des), integrity (md5, sha), key exchange (diffie hellman) and authentication methods (pre shared, certificates). These algorithms are needed for implementation in two different phases of IPSec's IKE method. Hash is used in authentication protocol and encapsulation security protocol. IPSec uses Hashed Message Authentication Codes (HMAC) and provides hashing using MD5 (Message Digest 5) and SHA 1 (Secure Hash Algorithm 1). Diffie Hellman key is used in IPSec for two systems who want to establish a secure communication and uses a shared secret key which is known only to them. The shared secret key is generated from public and private keys of both peers. AES is a symmetric key algorithm where the same key is used for encryption and decryption. AES encrypts block size of 128 bits using key size of 128, 192 or 256 bits. AES algorithm consists of steps such as SubBytes, ShiftRows, MixColumns and AddRoundKey. The first stage of the process consists of key expansion where round keys are generated using cipher key. IPSec uses AES-CBC mode (cipher block chaining mode) for providing stronger security to the data. Pre Shared key is used in IPSEC in IPv6 networks to share a secret key between two peers. This shared secret key is calculated during the phase I of IPSec's IKE phase 1 configuration. It is used to provide authentication information between two devices who wish to securely transmit information by creating a secure channel.
Advantages of IPSec are packets at the network layer are encrypted and do not provide any overhead in other operations therefore it increases performance. It is scalable and can be implemented in any IP enabled networks. It provides various security mechanisms such as confidentiality, integrity checking and replay protection. Implementations of IPSec do not affect upper layers thus it ensures application transparency. Disadvantage of IPSec are that it is implemented at the end points i.e. security gateways and requires large processing power. Security is compromised if shared keys are exposed. Complexity in maintaining and deploying IPSec can lead to configuration errors due to which organization's network can lead to security risk.
RELATED WORK
Due to increase in demand of IP addresses and shortage of IPv4 addresses, [1] organizations have started using IPv6 addresses to accommodate their needs. [2] [3] IPSec is difficult to implement due to modification of IP addresses during the translation process in IPv4/Ipv6 networks. [4] IPSec helps in avoiding spoofing attacks in tunneling process due to specification of valid IP addresses at tunnel endpoints.
There are two types of security issues such as mechanism based security issues and ipv4/ipv6 coexistence based security issues [2] . [4] The attacker can launch denial of service attacks by joining the multicast group and can access information about particular's node addresses. Attackers can attack a particular host during reconnaissance phase during which it can find any host with security vulnerabilities. It is achieved by sending false messages using multicast address and captures the identity of the host who responds to those messages.
Man in the middle attack on IPv6 networks enables attackers to access the IP address information of a connected node and sending that information to another node on a network. To securely transmit information across the web and in a reliable manner, end to end connectivity and security is needed. [5] Managing costs, complexity of dual networks and interoperability issues in coexistence of ipv4 and ipv6 is a cumbersome task. Network systems can be secured with the help of IPSec security protocol which provides secure connection and is a mandatory component of IPv6. [6] [7]IPSec can endanger a network system due to several factors such as improper implementation of policies in tunnel or transport mode and incompatible rules between two end systems which can allow unwanted traffic to be passed through firewalls. [8] Implementing networking configurations including IPSec in a large complex networks can sometimes lead to error and cause network vulnerabilities which ultimately plunges corporate network into risk. [9] Secure Neighbor Discovery Protocol (SEND) provides protection against neighbor discovery attack. It uses cryptographically generated addresses (CGA) to protect IPv6 addresses from stealing and spoofing. [10] In VPN IPSec is implemented by creating a tunnel between two end users. The packet is encrypted based on the need and encrypted traffic is sent across the network with the help of a tunnel. Advantage of IPSec in VPN is that it provides end to end encryption and provides services such as authentication and encryption. It has no affect on higher layers above layer 3 i.e. network layer at which IPSec operates. IPSec can be used to protect information transmitted between two end sites and data which is used to provide authentication services needs to be protected. [11] Stealing usernames and passwords during logging activities are vulnerable to attacks during authentication. [12] There are several security threats at different levels such as traffic analysis, spoofing of MAC addresses, flooding attacks etc.
METHODOLOGY
GNS3 is helpful in simulating large networks based on real CISCO IOS images and evaluates the performance of complex network scenarios. It can be used to capture network traffic and detect any flaws in the simulated network with the help of software called wireshark. Wireshark is able to capture packets with help of pcap. Deeper understanding and statistical analysis of packets can be done through various tools available in wireshark program. GNS3 is used for creating the topology to create the network involving two tunnel end points in order to make a secure connection for secure transmission of data. In this topology, ISO image named c3725 for router is used and IPSec is implemented in two routers. The purpose is to create a secure tunnel between two end points i.e. one end point having ipv6 address 1000:: 1:2 and 1000:: 2:2. Three routers R1, R2 and R3 which are at separate geographical locations and tunnel is to be created between two routers i.e. R2 and R3. On all three routers serial interfaces are configured with IPv6 addresses. Switches are connected to the routers through the fast Ethernet interfaces. Further these switches are connected to two hosts each. Loopback interfaces in routers R2 and R3 are assigned with IPv6 address. IPSec is implemented in two phases i.e. phase 1 in which ISAKMP security association is established and phase 2 in which IPSec SA is established. Phase 1 is used to provide authentication and phase 2 is used to specify how the communication will be protected and what parameters are to be used.
. 
RESULTS
The performance of the network is analyzed using ping. Advantage of using ping is that it ensures the connectivity of the network. Results are obtained by creating repeated traffic by different number of packets and testing the performance of networks in wireshark as well as collecting the results for throughput analysis of different users. 
CONCLUSION AND FUTURE WORK
After analyzing the results for all the users, following graph shows the minimum throughput which is achieved in the graph under the influence of IPSec tunnel created in the network. This graph represents the minimum amount of traffic which can be sent from source to destination. After analyzing ping results for all the users it is concluded that minimum throughput is achieved at the rate of 312 bytes/sec for User A. Max throughput is achieved at the rate of 5720 bytes/sec by User F. It states the maximum traffic which can be passed from source to destination. IPv6 networks are next generation networks and will dominate the Internet market soon as there is a need for more and more IP addresses. Therefore several security threats will make these networks vulnerable to attack. There is a need for extensive study and solutions needed related to security of IPv6 networks.
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